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Pulling off this trick involves 
underwriters putting that 
tempting premium number 
aside for a moment and thinking 
deeply about the details of cyber 
coverage in the United States five 
years from now.

~ William Kelly
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regulations to govern cyber security—and not only rules for 
financial institutions, but also for companies in a wide range 
of industries. This expanding slate of rules and associated 
fines and penalties will have major implications for un-
derwriters. The biggest will be staying on top of new and 
changing regulations and taking them into account when 
creating cyber policies.

3. All businesses will be exposed to a variety of  
cyber risks.

Many people restrict their consideration of cyber security 
to industries in which companies handle personal data. I’m 
thinking about banks, insurers, hospitals, schools, hotels 
and retailers. By 2022, business in industries beyond this 
handful will be exposed to a variety of cyber risks. Consider, 
for instance, manufacturing facilities and public infrastruc-
ture such as dams, bridges, power plants, pipelines and 
electricity grids. When hackers infiltrate and disrupt the 
workings of infrastructure, the damage can be enormous to 
property, to the environment, to profits lost to interruption of 
operations and even to workers, whose health and safety is 
jeopardized. In the case of manufacturing, cyber events can 
not only harm operations of a specific facility, but also can 
have a cascading effect on businesses up and down that 
facility’s supply chain. The financial losses associated with 
such disruptions can be substantial—even crippling—to the 
affected businesses.

4. Digital systems that businesses rely on will fail at  
increasing rates.

Simple systems are less prone to failure than complex 
ones—a claim proven by logic and experience. By 2022, the 
digital systems that businesses rely on will be much more 
complex than systems today and therefore much more 
prone to failure. This growing complexity will be a conse-
quence of the increasing inter-dependence of digital sys-
tems. We got a preview recently. In October 2016, a major 
provider of online connectivity suffered a distributed denial 
of service attack. The cyber strike ground to a halt the oper-
ations of several big multinationals, generating an estimated 
$110 million in lost business for a single day. Over the next 
five years, we can expect instances of this kind of depen-
dent business interruption to grow. Gone are the days when 
groups and countries engage in cyber warfare by preying 
on individual websites. The targets will increasingly become 
the complex digital communications systems on which 
dozens of businesses rely on to operate. As a consequence, 
insurance companies will be challenged to take on more 
exposure, and to price their coverage at levels that enable 
them both to serve clients and turn a profit.

5. Emergence of billions of digital consumer devices will 
increase the likelihood and scope of mischief.

The growing ubiquity of digital consumer devices will 
compound the increasing complexity of digital systems. 
By 2022, tens of billions of these devices—everything from 

THE UNITED STATES
Cyber 2022

What cyber coverage will look like in five years and what 
steps underwriters must take now to prepare 

By William Kelly, SVP, Underwriting Argo Pro

Premiums for cyber coverage in the United States today 
are estimated at approximately $3 billion. In 2022, they 
are expected to be anywhere from $5 billion to $20 billion. 
Underwriters can be forgiven for getting excited about the 
prospect of carving off a bit of that impressive sum for their 
companies. Yet let’s not get too far ahead of ourselves. As 
we all know, premium growth brings a concomitant rise in 
payments. The trick is to keep premiums far enough ahead 
of claims to earn a profit large enough to stay in business. 
Pulling off this trick involves underwriters putting that 
tempting premium number aside for a moment and thinking 
deeply about the details of cyber coverage in the United 
States five years from now.

That’s what I’ve been doing lately. My thinking centers 
on finding answers to two specific questions: What are 
the most likely features or determinants of cyber coverage 
going to be in 2022? And what steps must underwriters take 
now to prepare for this coverage of the future? Here’s what 
I’ve come up with:

Five features of the future
1. Cyber policies will cover an expanding range of costs.

Five years ago, cyber coverage was associated mostly 
with third-party lawsuits related to data breaches. The 
clearest example is someone hacking into a computer 
system and stealing data. How times have changed. Cyber 
policies today include liabilities that go far beyond the 
direct costs of being hacked. They take into account costs 
associated with notification, credit monitoring, forensics 
investigation, business interruption, and ransomware and 
extortion payments. As a result, five years from now, I see 
cyber policies covering an even wider range of liabilities—in-
cluding many once thought to be outside the scope of cyber, 
such as bodily injury, property and environmental damage, 
and losses due to social engineering. To put the situation as 
starkly as possible: if a liability is connected in any way to 
digital communications, underwriters will need to make sure 
they cover it in their cyber policies.

2. State governments will establish cyber security  
regulations.

Cyber security is regulated sparsely now. That will soon 
change. On March 1 of this year, New York State Depart-
ment of Financial Services cyber security requirements 
for banks, insurance companies and financial services 
organizations that fall under the department’s purview 
will come into effect. The Empire State’s move is just the 
start. By 2022, I believe most state governments, perhaps 
even the federal government, will have set down additional 

http://www.irletter.com
http://time.com/4270728/iran-cyber-attack-dam-fbi/
http://gizmodo.com/todays-brutal-ddos-attack-is-the-beginning-of-a-bleak-f-1788071976
http://gizmodo.com/todays-brutal-ddos-attack-is-the-beginning-of-a-bleak-f-1788071976
https://www.argolimited.com/argo-pro/
https://www.webroot.com/us/en/home/resources/tips/online-shopping-banking/secure-what-is-social-engineering
http://www.dfs.ny.gov/about/press/pr1612281.htm


20 IRLetter.com • Insurance Research Letter • February 2017 

baby monitors to security cameras, Fitbits to pacemakers—
will make up what is known as the internet of things. This 
new world of connectivity promises to hold open all sorts of 
possibilities for business growth and personal fulfillment. 
On the flip side, the potential for mischief will be as exten-
sive as the things themselves. If internet-connected devices 
go wrong—deliberately or unintentionally—not only can 
data be compromised, but also the health and security of 
people. Underwriters will have to face this challenge squarely 
by establishing proper limits, deductibles and prices for the 
coverage that will emerge out of the internet of things.

Five steps to take now
Those are five features that I see for cyber coverage five 

years from now. Which leads me to re-ask and answer my 
second question: What steps must underwriters take now to 
prepare for this coverage of the future?

1. Buy or gather accurate and current data.

Get your hands on as much data related to the cyber 
coverage your company offers. The bad news is no reliable 
and complete source of these data are available publically 
to give underwriters a definitive picture of cyber losses and 
claims. So you’re going to have to somehow gather this in-
formation on your own—whether that means buying access 
to it or collecting it yourself.

2. Build multi-faceted infrastructure.

To be successful in providing cyber coverage, you need 
to have a cyber claims team and the right network of expert 
vendors that can carry out specific tasks when cyber events 
occur. I’m talking about notification, credit monitoring and 
forensics investigations. If you don’t have this network, 
you’re going to have to charge your customers more for cov-
erage and have higher deductibles—both of which will make 
it tough for you to run this kind of business successfully. 
You’re also going to need to acquire underwriting tools that 
enable you to model different scenarios; that can differen-
tiate between good and bad risks; and that help you keep 
from aggregating in your portfolio too much liability from 
certain industries or too much of a particular type of loss.

3. Create clear underwriting guidelines.

You must develop uncomplicated underwriting rules and 
principles that correspond with the scope of cyber coverage 
you decide to write. Then you need to communicate these 
guidelines to your underwriting team and make sure team 
members follow these directions when they go out to build 
a book of business.

4. Develop a solid product and keep it current.

You must have something worthwhile to sell. While a D&O 
policy written 10 years ago is likely still competitive today, 
a cyber policy written just two years ago is woefully out of 
date today. No question. So you need to develop a strong 
policy and keep it fresh in what promises to be a rapidly 
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changing environment.

5. Stay on top of evolving laws and changing technologies.

New laws to govern cyber security are being introduced 
all the time, and existing laws are being enforced differ-
ently and often more rigidly. Some regulatory agencies, for 
instance, are dishing out stiffer fines more frequently. The 
Office of Civil Rights and its enforcement of provisions un-
der the Health Insurance Portability and Accountability Act 
is a perfect example. Underwriters must remain alert to this 
kind of trend when crafting cyber coverage. They must also 
keep abreast of changes in technology—on both sides of 
the equation. They must ask questions to identify the kinds 
of high-tech tools their insureds employ; and they must 
consult with experts to find out what ransomware and other 
malicious tools the bad guys rely on to create cyber events.

Is my vision of the future accurate? Only time will  
truly tell.
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