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Cyber Security BEST PRACTICES 

The long list of cyber threats continues to grow at an alarming rate. Keeping up with cyber 
security threats is exhausting, and chasing trends (guarding against a named threat) is costly.  
Many are intimidated by technology and assume their “IT guys” have it covered.  But the days of 
leaving security to your IT team are long gone. Protecting your organization against cyber crime 
will take the effort of everyone on your staff—and the following best practices can help you do 
so. 
 
 
Suggested Program Elements: 
Back up all critical data routinely. Experts recommend conducting backups daily. Critical data include 
customer databases, accounts payable and receivable information, financial files, human resources data, 
and management and employee work-related files. 

Erase all sensitive information from computers before disposing.  You can buy software designed to 
eradicate hard drive data permanently. Remember, deleting files or reformatting a hard drive does not 
remove all data. 

Safeguard your system by installing firewalls, virus and malware protection software. Make every 
attempt to keep your operating system and web browser current. You or your IT department should perform 
regular downloads from the software vendor’s website.  

Train your employees on the basics of cyber security. Educate them on the various types of security 
threats and how to avoid common pitfalls. Establish best practices by describing how to handle and protect 
sensitive information.  

Passwords should be unique to the user and never be shared. Use a combination of characters--
symbols, numbers and uppercase and lowercase letters to increase password strength. Require passwords 
to be changed periodically.  

Response team(s) should be formed to respond to data breaches. This group, usually a designated 
team of IT professionals or other individuals, should be trained to assess and manage information security 
risks.   

Assess and manage information security risk by identifying new threats and your system’s vulnerabilities 
to those threats periodically.  

Create an action plan for wireless communication and portable devices, i.e. mobile phone, tablets and 
laptops. These devices pose an enormous security challenge because they either contain or provide access 
to confidential information anywhere they are used. Password-protect devices at all times, and download 
software applications on portable devices that will remotely wipe information from equipment in the event of 
loss or theft.  
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Terminate unnecessary online connections to any computers that are not in use or seldom used. Simply 
turn off the computer or physically disconnecting them from the Internet. Criminals can access your system 
through these computers and compromise your network. 

Implement a process to address security breaches.  Institutionalize and communicate the process across 
your organization so that all employees understand their roles when security and data loss prevention 
measures have failed.  

Control physical access to your computers, especially those infrequently used. Basic physical protection 
such as locked doors, central security alarms and automatic devices to detect intruders should be installed 
and working. Highly sensitive areas should be monitored with surveillance cameras and controlled by 
requiring personnel to identify themselves with badges or biometric screening.   

Evaluate and eliminate vulnerabilities in your network. Criminals are always looking for ways to exploit 
flaws in your system. By performing periodic technology audits and network penetration testing, your 
organization can test the safeguards in place and eliminate weaknesses in the system. 

Secure your wireless (Wi-Fi) network. An unprotected Wi-Fi network is an open gateway for criminals. To 
prevent unauthorized access, the U.S. Federal Communications Commission (FCC) recommends using 
“WPA2” encryption and changing the default password. Additional recommendations include:  

• Changing the default network name (SSID) 
• Disabling network name broadcasting 
• Using your device’s MAC (Media Access Control) address filter, its unique ID, to only accept 

connections from recognizable devices within the organization. 

If you have any questions about your own organization’s practices or need advice about how to make your 
cyber security measures more robust, contact Trident Public Risk Solutions’ Risk Control team by submitting 
your question to Ask the Risk Manager. 
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